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SPECIFICATION 



Audio playback/recording apparatus 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to an audio 
playback/recording apparatus, and more particularly to an 
audio playback/recording apparatus, which performs playback 
and recording of audio data, and which can record audio data 
into an external memory or transfer audio data via a 
general-purpose interface, and which also performs 
processing related to the protection of digital audio data. 

2 . Related Art 

In an apparatus capable of recording and playback of 
audio data (including music data) , because of the ease of use 
of compact personal media such as memory cards, widespread 
growth is being seen in the usage of these media as an external 
storage medium for a personal computer or portable terminal 
or the like. 

In the field of digital audio as well, these media are 
gaining attention as the next generation of mechanism-free, 
vibration-immune recording medium. 

In comparison with such recording media as DAT (digital 
audio tape) and MD (MiniDisc) , however, because these media 
are not superior in terms of cost performance, there is a need 
for a medium capable of achieving high quality and compressed 
recording , 

In the Japanese Patent Publication (KOKAI) No. 9-73299, 




there is a disclosure of an MPEG audio playback/recording 
apparatus capable of playing back easy to hear audio, even 
with varying playback speed, for audio data subjected to 
compression and decompression according the MPEG (Moving 
5 Picture Expert Group) standard. This apparatus is a dedicated 
playback apparatus, and requires an external controller such 
as a microcomputer. 

In the Japanese Patent Publication (KOKAI) No.lO- 
320000, there is a disclosure of a portable audio 
10 recording/playback apparatus that performs recording and 
playback, executing MPEG compression and decompression in 
real time under microcomputer control. 

In the Japanese Patent Publication (KOKAI) No-7- 
325600, there is a disclosure of a portable audio 
15 recording/playback apparatus having an IC memory card. 

The above-noted prior art, however, has the following 
problems . 

C-^^>p^ The/Tirst problem is that it is not possible to 
accommdciate to diverse audio data compression systems 
20^ The s0cond problem is that it is not possible to 

accomm^^^te to encryption accompanying the shift to digital 
<^ audK> . 

Ply, it is an object of the present invention 
udio playback/recording apparatus having a 
'f accommodating to diverse compression and 
E audio data, and a means capable of encryption 
)f digital audio data, and also certification 

SUMMARY OF THE INVENTION 




To achieve the above-noted objects, the present 
invention adopts the following base technical constitution . 

Specifically, a first aspect of the present invention 
is an audio playback/recording apparatus comprising: an audio 
input processing section, which receives analog audio data, 
and converts the analog audio data to digital audio data; a 
playback/recording processing section having a compression 
section which compresses the digital audio data output from 
the audio input processing section and stores the compressed 
digital audio data and attribution data indicating a type of 
a compression of the compressed digital audio data into a RAM, 
and an expansion section which decompresses compressed 
digital audio data based on attribution data indicating a type 
of a compression of said compressed digital audio data stored 
in said RAM; an audio output processing section, which 
receives decompressed digital audio data output from the 
playback/recording processing section, converts the 
decompressed digital audio data to analog audio data, and 
outputs the analog audio data to an output apparatus ; an 
external recording circuit section, which records compressed 
digital audio data stored in the RAM into an external 
recording medium, and reads out compressed digital audio data 
from the external recording medium, and stores the readout 
data into the RAM. 

In the second aspect of the present invention, a 
general-purpose interface circuit section, which transfers 
digital audio data and attribution data indicating a type of 
a compression of the compressed digital audio data to an 
external apparatus connected thereto from the external 



recording medium, and receives digital audio data from the 
external apparatus and transfers digital audio data and 
attribution data indicating a type of a compression of the 
compressed digital audio data to the external recording 
medium. 

In the third aspect of the present invention, a 
protection processing section for performing protection 
processing of the digital audio data, is provided. 

In the fourth aspect of the present invention, the 
protection processing section comprising an encryption 
section which encrypts the digital audio data, a decryption 
section which decrypts encrypted digital audio data, an 
authorization data generation section, which generates 
authorization data sent to the external apparatus connected 
to the general -purpose interface circuit section, and an 
authorization data verification section, which verifies 
authorization data sent from the external apparatus connected 
to the general-purpose interface circuit section. 

In the fifth aspect of the present invention, the 
protection processing section comprising an encryption 
section which encrypts digital audio data, a decryption 
section which decrypts encrypted digital audio data, an 
authorization data writing section which writes 
authorization data into digital audio data transferred to the 
external apparatus connected to the general-purpose 
interface circuit section, and an authorization data 
extraction section which extracts authorization data from 
digital audio data received from the external apparatus 
connected to the general-purpose interface circuit section. 



In the sixth aspect of the present invention, the 
authorization data writing section writes the authorization 
data within a header information section of the digital audio 
data . 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig, 1 is a block diagram showing the configuration of 
a first embodiment of the present invention. 

Fig. 2 is a drawing showing the flow of data in the first 
embodiment of the present invention. 

Fig. 3(a) to 3(c) are drawings showing operations in 
the first embodiment of the present invention . 

Fig. 4 is a block diagram showing the configuration of 
a second embodiment of the present invention. 

Fig. 5 is a drawing showing the flow of data in the second 
embodiment of the present invention. 

Fig. 6(a) and 6(b) are drawings showing operations in 
the second embodiment of the present invention. 

Fig. 7 is a block diagram showing the configuration of 
a third embodiment of the present invention. 

Fig. 8 is a drawing showing the flow of data in the third 
embodiment of the present invention. 

Fig. 9(a) and 9(b) are drawings showing operations in 
the third embodiment of the present invention. 

Fig. 10 is a block diagram showing the configuration 
of a fourth embodiment of the present invention. 

Fig. 11 is a drawing showing the flow of data in the 
fourth embodiment of the present invention. 

Fig. 12(a) and 12(b) are drawings showing operations 
in the fourth embodiment of the present invention. 



DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Embodiments of the present invention are described in 
detail below, with references made to relevant accompanying 
drawings . 
(First embodiment) 

Fig. 1 is a block diagram showing the configuration of 
a first embodiment of the present invention. 

Referring to Fig. 1, the first embodiment of the present 
invention is formed by an audio input processing section 11, 
a playback/recording processing section 12, an audio output 
processing section 13, a controller 14, a ROM 15, a RAM 16, 
an expanded RAM 17, and an external recording medium 18. 

Analog audio data (including a music signal) is input 
to the audio input processing section 11, and the analog audio 
data is converted to digital audio data. The audio input 
processing section 11 includes an audio input section 111 and 
an analog-to-digital converter (A/DC) 112. It will be 
understood that the audio data used herein includes sound data 
and music data. 

An analog audio signal from an input apparatus such as 
a microphone is input to the audio input section 111. 

The A/DC 112 is an analog-to-digital converter, which 
converts the analog audio data from the audio input section 
111 to digital audio data, which is also referred to as 
content . 

The playback/recording processing section 12 includes 
a compression section 121 and a decompression section 122, 
and performs compression processing and decompression 
processing of the digital audio data input to the 



playback/recording processing section 12. 

The compression section 121 compresses the digital 
audio data. The compression section 121 performs compression 
processing using compression firmware that has been selected 
from the processing files in the ROM 15 and loaded on the RAM 
16 by the instructions of the controller 14. For example, in 
the case of MPEG compression, the digital data input to the 
compression section 121 is subjected to sub-band analysis, 
scaling, fast Fourier transformation (FFT) , masking 
calculation (auditory response modeling) , bit assignment, 
quantizing, and bit stream generation (formatting) , the 
resulting compressed data being output. 

The decompression section 122 decompresses compressed 
digital audio data, using processing files that have been 
selected from the processing files in the ROM 15 and loaded 
on the RAM 16 by the instructions of the controller 14. For 
example, in the case of MPEG decompression, compressed 
digital audio data input to the decompression section 122, 
is subjected to bit stream analysis (format analysis), 
reverse quantizing, reverse scaling, and sub-band synthesis, 
the resulting decompressed data being output. 

The audio output processing section 13 includes a 
digital-to-analog converter (D/AC) 131 and an audio output 
section 132, and outputs analog audio data to an external 
apparatus . 

The D/AC 131 is a digital-to-analog converter, which 
converts the digital audio data to analog audio data. 

The audio output section 132 outputs analog audio data 
from the D/AC 131 to an externally connected output apparatus 



such as a speaker or headphones. 

The corVtroller 14 is connected to various parts via a 
bus and, /in response to instructions made from 
f unction/onlerating switches (not shown in the drawing) that 
specify functions and operations for recording, playback, and 
the like, uses a control program stored in the ROM 15 to perform 
control of various operations. The controller 14 is, for 
example, /has a microcomputer and internal control registers 
and a controller. The controller 14, before processing in 
10 various/parts, selects a processing file from the ROM 15 and 
stores /firmware used by various parts on the RAM 16. The 
firmw^e selected and stored on the RAM 16 by the controller 
14 is /compression firmware used by the compression section 
121 and decompression firmware used by the decompression 
15 sect/on 122. The controller 14, in response to instructions 
from a compression/decompression specifying switch (not 
shown in the drawing) , determines the firmware to be loaded. 
If/ there is no specification, default software is loaded. 

The ROM 15 is a read-only memory, into which firmware 
20 used in processing in various parts is stored as files. The 
firmware stored in the files is compression firmware and 
decompression firmware, these firmwares existing for each 
system type. For example, if there are three types of 
compression systems, there will exist three types of 
25 compression firmwares. The ROM 15 also stores a control 
program for overall apparatus. 

The RAM 16 is a random-access memory, into which 
firmware read out from a processing file of the ROM 15 by the 
controller 14 is loaded. A control program to controlling 



various parts by the controller 14 is also loaded, and this 
memory is used as a working area for control program 
execution. Furthermore, the digital audio data output from 
the compression section 121 and digital audio data read in 
from the external recording circuit section 18 are loaded on 
the RAM 16 for the purpose of various processing. 

The expanded RAM 17 is a memory or magnetic disk 
apparatus, which is used as an expanded memory in the case 
in which it is not possible to store digital audio data in 
the RAM 16. 

The external recording circuit section 18 records 
digital audio data (content) into an externally connected 
external recording medium such as an external memory. It is 
possible to remove the external recording medium recorded by 
the external recording circuit section 18 and play it back 
in another apparatus . It is also possible to connect the 
external recording medium recorded by the external apparatus 
to the external recording circuit section 18 and play it back 
by the apparatus shown in Fig.l, 

The operation of the first embodiment of the present 
invention is described below, with reference made to Fig. 1 
to Fig. 3. 

Fig. 2 is a drawing showing the flow of data in the first 
embodiment of the present invention. 

Fig. 3 (a) through (c) are drawings showing the 
operations in the first embodiment. 

The overall data flow will be described below. 
There are three major types of data flow. The following 
sections (1) to (3) correspond to (1) to (3) in Fig. 2. 



(1) An analog audio signal input to the audio input 
processing section 11 is output as an analog audio signal from 
the audio output processing section 13. 

(2) An analog audio signal input to the audio input 
processing section 11 is recorded as digital audio data into 
an external memory 18A connected to the external recording 
circuit section 18. 

(3) Digital audio data recorded in an external memory 
18A connected to the external recording circuit section 18 
is output as analog audio data from the audio output 
processing section 13. 

Next, the various types of processing are described 

below. 

First, the operation in which an analog audio signal 
input to the audio input processing section 11 is output as 
an analog audio signal from the audio output processing 
section 13, is described with reference to Fig. 3 (a) . 

(al) An analog audio signal from an input apparatus is 
input to the audio input section 111. 

(a2) The input analog audio data is converted to digital 
audio data by the A/DC 112 and output to the D/AC 131. In this 
processing, the compression is performed by the compression 
section 121, and the compressed audio data is stored in RAM 
16. 

(a3) The digital audio data is converted to analog audio 
data by the D/AC 131, thereby converting it to analog audio 
data . 

(a4) TKe analog audio data is output to an output 
apparatus/as an analog audio signal from the audio output 




section JlLi2 so as perform playback thereof. 

(a5) Digital audio data compressed and stored in the 
RAM 16 is recorded in an external memory 18A connected to the 
external recording circuit section 18. This digital audio 
data is recorded along with attribution data of the compressed 
digital audio data that indicates the type of compression of 
the digital audio data. 

The operation in which an analog audio signal input to 
the audio input processing section 11 is recorded as digital 
audio data into an external memory ISA connected to the 
external recording circuit section 18, is described below, 
with reference made to Fig. 3 (b) . 

(bl) An analog audio signal from the input apparatus 
is input to the audio input section 111. 

(b2) The input analog audio data is converted to digital 
audio data by the A/DC 112, and the digital audio data is 
compressed by the compression section 121 and stored into the 
RAM 16, using a specified type of compression. 

(b3) Compressed digital audio data stored in the RAM 
16 is recorded in the external memory 18A connected to the 
external recording circuit section 18. In addition to the 
digital audio data, attribution data of the compressed 
digital audio data is recorded to indicate the type of 
compression . 

Finally, the operation in which digital audio data 
recorded in an external memory 18A connected to the external 
recording circuit section 18 is output as analog audio data 
from the audio output processing section 13,. is described 
below, with reference to Fig. 3 (c) . 



(cl) Compressed digital audio data and attribution data 
indicating the type of compression are read out from the 
external memory 18A connected to the external recording 
circuit section 18, and stored into the RAM 15. 

(c2) Compressed digital audio data stored in the RAM 
16 is decompressed by the decompression section 122. The 
decompression is performed using a decompression method 
corresponding to the compression method indicated by the 
attribution data. 

(c3) The decompressed digital audio data stored in the 
RAM 16 is converted to analog audio data by the D/AC 131. 

(c4) Analog audio data is output from the audio output 
section 132 to the output apparatus. 
(Second embodiment) 

A second embodiment of the present invention is 
described in detail below, with reference made to relevant 
accompanying drawings . 
^5^^^ In tKe second embodiment differs from the first 
embodircfent in that it has a function enabling reception of 
digital audio data from an external apparatus. 

Fig. 4 is a block diagram showing the configuration of 
the second embodiment of the present invention. 

Referring to Fig. 4, the second embodiment is formed 
by an audio input processing section 11, a playback/recording 
processing section 12, an audio output processing section 13, 
a controller 14, a ROM 15, a RAM 16, an expanded RAM 17, an 
external recording circuit section 18, and a general-purpose 
interface circuit section 19. 

The second embodiment is essentially the first 




embodiment with the addition of a general-purpose interface 
circuit section 19. 

The type of general-purpose interface includes such 
interfaces as USB, IEEE 1394, or wireless LAN and Home RF. 

The operation of the second embodiment is described in 
detail below, with reference being made to Fig. 4 to Fig. 6. 

Fig. 5 is a drawing showing the flow of data in the second 
embodiment . 

Fig. 6 (a) and Fig. 6 (b) are drawings showing the 
operations in the second embodiment. 

The overall data flow will be described first, followed 
by the operation involved in each type of processing. 

In this embodiment, there are five major types of data 
flow. The following sections (1) to (5) correspond to (1) to 
(5) in Fig. 5. 

(1) An analog audio signal input to the audio input 
processing section 11 is output as an analog audio signal from 
the audio output processing section 13. 

(2) An analog audio signal input to the audio input 
processing section 11 is recorded as digital audio data into 
an external memory 18A connected to the external recording 
circuit section 18. 

(3) Digital audio data recorded in an external memory 
18A connected to the external recording circuit section 18 
is output as analog audio data from the audio output 
processing section 13. 

(4) Digital audio data recorded in an external memory 
18A connected to the external recording circuit section 18 
is transferred to an external apparatus 19A connected to the 



general-purpose interface circuit section 19 as digital audio 
data . 

(5) Digital audio data input from an external apparatus 
19A connected to the general-purpose interface circuit 
section 19 is recorded as digital audio data in an external 
memory 18A connected to the external recording circuit 
section 18. 

Next, the various types of processing are described 

below . 

Because (1) to (3) described above are the same as in 
the first embodiment, these will not be explicitly described 
herein . 

The operation of the fourth type (4) in which digital 
audio data recorded in an external memory 18A connected to 
the external recording circuit section 18 is transferred to 
an external apparatus connected to the general-purpose 
interface circuit section 19, is described below, with 
reference to Fig. 6 (a) . 

(al) Compressed digital audio data and its attribution 
data from an external memory 18A connected to the external 
recording circuit section 18 are read out and stored into the 
RAM 16. 

(a2) The type of compression indicated by the 
attribution is sent to the external apparatus 19A connected 
to the general-purpose interface circuit section 19. 

(a3) The compressed digital audio data stored in the 
RAM 16 is transferred to the external apparatus 19A connected 
to the general-purpose interface circuit section 19. 

In the above case, when the digital audio data to be 
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transferred is compressed by a default compression type, the 
digital audio data being transferred without sending 
attribution data. 

Finally, the operation of the fifth type (5) in which 
5 digital audio data input from an external apparatus 19A 
connected to the general-purpose interface circuit section 
19 is recorded as digital audio data in an external memory 
18A connected to the external recording circuit section 18, 
is described below, with reference to Fig. 6 (b) . 
Q 10 (bl) The type of compression of the digital audio data 

H to be captured from the external apparatus 19A connected to 

q the general-purpose interface circuit section 19 is received. 

(b2) Digital audio data is captured from the external 
apparatus 19A connected to the general-purpose interface 
M 15 circuit section 19 and stored in the RAM 16. 

m (b3) Compressed digital audio data stored in the RAM 

,H 16 is recorded in an external memory ISA connected to the 

'""^ external recording circuit section 18. 

(b4) The attribution data of the received compression 
20 type is recorded into the external memory connected to the 
external recording circuit section 18. 

In the above case, when the digital audio data captured 
is compressed by a default compression type, it is possible 
to record the compressed digital audio data into the external 
25 memory without receiving the compression type. 
(Third embodiment) 

A third embodiment of the present invention is 
described in detail below, with reference made to relevant 
accompanying drawings . 



The third embodiment differs from the second embodiment 
in that it has a function of receiving digital audio data 
accompanying authorization data from an external apparatus 
and sending digital audio data accompanying authorization 
data to the external apparatus. 

Fig. 7 is a block diagram showing the configuration of 
the third embodiment of the present invention. 

Referring to Fig. 1 , the third embodiment of the present 
invention is formed by an audio input processing section 11, 
a playback/recording processing section 12, an audio output 
processing section 13, a controller 21, a ROM 22, a RAM 16, 
an expanded RAM 17, an external recording circuit section 18, 
a general-purpose interface circuit section 19, and a 
protection processing section 20. 

The third embodiment is essentially the second 
embodiment shown in Fig. 4, with the addition of the 
protection processing section 20, the controller 14 replaced 
by the controller 21, and the ROM 15 replaced by the ROM 22. 

The protection processing section 20 added to the 
second embodiment to form the third embodiment and the ROMs 
21 and 22 are described below. 

The protection processing section 20 performs 
processing related to the protection of digital audio data. 
The protection processing section 20 includes a encrypting 
section 201, a decryption section 202, an authorization data 
generation section 203, and an authorization data 
verification section 204. 

The encryption section 201 performs encryption of 
digital audio data. The encryption section 201 performs 
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encryption by using encryption firmware selected by the 
controller 21 from processing files in the ROM 2 and stored 
in the RAM 16.. 

The decryption section 202 performs decryption of 
encrypted digital audio data. The decryption section 202 
performs decryption by using decryption firmware selected by 
the controller 21 from processing files in the ROM 2 and stored 
in the RAM 16, 

The authorization data generation section 203 
generates authorization data that is sent to the external 
apparatus connected to the general-purpose interface circuit 
section 19. The authorization data serves as clearly 
identifying person who transfer data, and is formed by an 
individual ID (identifier) and a decryption key. The 
individual ID (identifier) and the decryption key are 
registered beforehand in the ROM 22. The authorization data 
is sent prior to transfer of digital audio data to the external 
apparatus . 

The authorization data verification section 204 
performs verification of authorization data sent from the 
external apparatus connected to the general-purpose 
interface circuit section 19. It performs a comparison of the 
individual ID (identifier) included in the received 
authorization data with an individual ID (identifier) list 
stored in the ROM 22 to check the properness of the 
transmitting party. The decryption key is stored in the RAM 
16 for the purpose of processing by the decryption section 
202. The authorization data is received before receiving 
digital audio data from the external apparatus. 



The controller 21 is connected t^zr various parts, and 
performs control of the operation o^various parts by using 
a control program stored in the 22. The controller 21 is, 
for example, has a microcoiPfputer and internal control 
registers and a controlled. The controller 21, before 
processing xn various pa^ts, selects a processing file from 
the ROM 22 and stores farmware used by various parts into the 
RAM 16. The firmware selected and stored into the RAM 16 by 
the controller 2l is compression firmware used by the 
10 compression seciuion 121, decompression firmware used by the 
decompression section 122, encryption firmware used by the 
encryptiorysection 201, and decryption firmware used by the 
decryptiy6n section 202. The controller 21, in response to a 
instructions from an encryption/decryption specifying 
15 swit(/hes (not shown in the drawing) determines the firmware 
tOybe expanded. If there is no instructions, default software 
16 used. 

The ROM 22#is a read-only memory, into which firmware 
used in processing in various parts is stored as files. The 
20 firmware storeja in the RAM 16 is compression firmware, 
decompression /firmware, encryption firmware and decryption 
firmware, these firmwares existing for each system type. For 
example, if tfhere are three types of compression systems, 
there will ej^ist three types of compression firmwares. The 
25 ROM 22 also fetores a control program for overall apparatus 
In additioifi, the ROM 22 also stores the individual ID 

/ 

(identifier) used in authorization data processing in the 
protection/ processing section 20, a decryption key, and an 
individua/l ID (identifier) list . 



The operation of the third embodiment is described in 
detail below, with reference made to Fig. 7 to Fig. 9. 

Fig. 8 is a drawing showing the flow of data in the third 
embodiment . 

Fig. 9 (a) and Fig. 9 (b) are drawings showing the 
operations in the third embodiment. 

The overall data flow will be described first, followed 
by the operation involved in each type of processing. 

In the third embodiment, there are five major types of 
data flow, these corresponding to the numbers (1) to (5) in 
Fig. 8. Although the data flows indicated by (1) to (5) are 
similar to the case of the second embodiment, (4) and (5) 
differ in that the digital audio data accompanies the 
authorization data. For this reason, the description below 
will cover the data flows of (4) and (5) shown in Fig, 8. 

(4) Digital audio data recorded in an external memory 
18A connected to the playback/recording processing section 
18 is transferred as digital audio data with authorization 
data to the external apparatus 19A connected to the 
general-purpose interface circuit section 19. 

(5) The input digital audio data and accompanying 
authorization data from the external apparatus 19A connected 
to the general-purpose interface circuit section 19 is 
recorded as digital audio data into an external memory 18A 
connected to the playback/recording processing section 18. 

Next, the operation for each type of processing is 
described below. 

Because (1) to (3) described above are the same as in 
the first and second embodiments, these will not be explicitly 
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described herein. 

The operation of the fourth type (4) in which digital 
audio data recorded in an external memory 18A connected to 
the playback/recording processing section 18 is transferred 
as digital audio data with authorization data to the external 
apparatus 19A connected to the general-purpose interface 
circuit section 19, is described below with reference to Fig . 
9 (a) . 

(al) Compressed digital audio data and its attribution 
data from an external memory ISA connected to the external 
recording circuit section 18 are read out and stored into the 
RAM 16. 

(a2) The authorization data generation section 203 
generates authorization data comprising a decrypting key 
corresponding to the encryption method of the compressed 
digital audio data to be decrypted and an individual ID 
(identifier) . 

(a3) Compressed digital audio data stored in the RAM 
16 is encrypted by the encryption section 201, using a 
specified encryption method. 

(a4) Authorization data is sent to the external 
apparatus 19A connected to the general-purpose interface 
circuit section 19. When this is done, attribution data 
indicating the type of compression is also sent to the 
external apparatus 19A. 

(a5) Next, the compressed encrypted digital audio data 
stored in the RAM 16 is transferred to the external apparatus 
19A connected to the general-purpose interface circuit 
section 19. 
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Finally, the operation of the fifth type (5) in which 
the input digital audio data and accompanying authorization 
data from the external apparatus 19A connected to the 
general-purpose interface circuit section 19 is recorded as 
digital audio data into an external memory 18A connected to 
the playback/recording processing section 18, is described 
below with reference to Fig. 9 (b) . 

(bl) The authorization data of the digital audio data 
to be captured is received from the external apparatus 19A 
connected to the general-purpose interface circuit section 
19 and stored into the RAM 16. When this is done, the 
attribution data indicating the type of compression of the 
digital audio data is also received. 

(b2) The authorization data verification section 204 
verifies the individual ID (identifier) included in the 
authorization data, and stores the decryption key included 
in the authorization data into the RAM 16. 

(b3) Compressed encrypted digital audio data is 
captured from the external apparatus 19A connected to the 
general-purpose interface circuit section 19, and stored the 
captured data into the RAM 16. 

(b4 ) The compressed encrypted digital audio data stored 
in the RAM 16 is decrypted by the decryption section 202, using 
the decryption key stored in the RAM 16. 

(b5) Compressed digital audio data stored in the RAM 
16 is recorded in the external memory ISA connected to the 
external recording circuit section 18. When this is done, the 
attribution data indicating compression type of the received 
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audio data is also recorded. 
( Fourth embodiment ) 

A fourth embodiment of the present invention is 
described in detail below, with references made to relevant 
accompanying drawings . 

The fourth embodiment differs from the second 
embodiment in that it has a function of receiving digital 
audio data accompanying authorization data from an external 
apparatus and sending digital audio data accompanying 
authorization data to the external apparatus. 

Fig. 10 is a block diagram showing the configuration 
of the fourth embodiment . 

Referring to Fig. 10, the fourth embodiment is formed 
by an audio input processing section 11, a playback/recording 
processing section 12, an audio output processing section 13, 
a controller 21, a ROM 22, a RAM 16, an expanded RAM 17, an 
external recording circuit section 18, a general-purpose 
interface circuit section 19, and a protection processing 
section 23. 

The fourth embodiment is essentially the third 
embodiment with the protection processing section 20 replaced 
by the protection processing section 23. 

The protection processing section 23 of the fourth 
embodiment is described below. 

The protection processing section 23 performs 
processing related to the protection of digital audio data. 
The protection processing section 23 includes an encryption 
section 201, a decryption section 202, an authorization data 
writing section 231, and an authorization data extraction 
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section 232. 

Because the encryption section 201 and the decryption 
section 201 are the same as in the third embodiment, they are 
not explicitly described herein. 
5 The authorization data writing section 231 writes 

authorization data as header information into the digital 
audio data. 

The authorization data extraction section 232 extracts 
header information from the digital audio data, and performs 

10 a check of the properness of a sending party by performing 
a comparison between the individual ID (identifier) extracted 
from the header information and an individual ID (identifier) 
list stored in the ROM 22. Additionally, it stores the 
decryption key extracted from the header information into the 

15 RAM 16 for the purpose of decryption . processing in the 
decryption section 202. 

The operation of the fourth embodiment is described 
below in detail, with references being made to Fig. 10 to Fig. 
12- 

20 Fig, 11 is a drawing showing the flow of data in the 

fourth embodiment . 

Fig. 12 (a) and Fig. 12 (b) are drawings showing the 
operations in the fourth embodiment. 

The overall data flow will be described first, followed 
25 by the operation involved in each type of processing. 

In this embodiment, there are five major types of data 
flow, these corresponding to the numbers (1) to (5) in Fig. 
11. Although the data flows indicated by (1) to (3) are similar 
to the case of the second embodiment, (4) and (5) differ in 



that digital audio data with authorization data is handled - 
For this reason, the description below will cover the data 
flows (4) and (5) . 

(4) Digital audio data recorded in an external memory 
18A connected to the playback/recording processing section 
18 is transferred as digital audio data with authorization 
data to the external apparatus 19A connected to the 
general-purpose interface circuit section 19. 

(5) The digital audio data and accompanying 
authorization data from the external apparatus 19A connected 
to the general-purpose interface circuit section 19 is 
recorded as digital audio data into an external memory ISA 
connected to the playback/recording processing section 18. 

Next, the operation for each type of processing is 
described below. 

The operation of the fourth type (4) in which digital 
audio data recorded in an external memory ISA connected to 
the playback/recording processing section 18 is transferred 
as digital audio data with authorization data to the external 
apparatus 19A connected to the general-purpose interface 
circuit section 19 is described below with reference to Fig. 
12 (a) . 

(al) Compressed digital audio data and attribution data 
indicating the type of compression is read out from the 
external memory 18A connected to the external recording 
circuit section 18 and stored into the RAM 16. 

(a2) The compressed digital audio data stored in the 
RAM 16 is encrypted by the encryption section 201, using a 
specified type of encryption 



(a3) The authorization data writing section 231 
generates authorization data having a decryption key for the 
purpose of decrypting the compressed encrypted digital audio 
data and the individual ID (identifier) , and stores these data 
in the RAM 16 as header information of the encrypted digital 
audio data. When this is done, the attribution data indicating 
compression type is also stored as header information. 

{a4) Compressed digital audio data accompanying 
authorization data within header information stored in the 
RAM 16 is transferred to an external apparatus 19A connected 
to the general-purpose interface circuit section 19. 

Finally, the operation of the fifth type (5) in which 
the digital audio data and accompanying authorization data 
from the external apparatus 19A connected to the general- 
purpose interface circuit section 19 is recorded as digital 
audio data into an external memory 18A connected to the 
playback/recording processing section 18, is described below 
with reference made to Fig. 12 (b) . 

(bl) Compressed encrypted data accompanying 
authorization data within header information is received from 
the external apparatus 19A connected to the general-purpose 
interface circuit section 19, and stored received data into 
the RAM 16. 

(b2) The authorization data extraction section 232 
extracts header information from encrypted compressed 
digital audio data stored in the RAM 16, and verifies the 
individual ID (identifier) included in the header 
information. The decrypted key extracted from the 
authorization data extraction section 232 is stored into the 
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RAM 16. 

(b3) Compressed encrypted digital audio data stored in 
the RAM 16 is decrypted by the decryption section 202, using 
the decryption key stored in the RAM 16. 
5 (b4) Compressed digital audio data stored in the RAM 

16 is recorded into the external memory 18A connected to the 
external recording circuit section 18. When this is done, the 
attribution data indicating compression type is also recorded 
as header information. 

£35- 

10 Although the foregoing first to fourth embodiments of 

3*1 the present invention are described for the case in which 

digital audio data is recorded in compressed form xnto an 
^1? external memory connected to the external recording circuit 

I: section 18, along with the attribution data indicating the 

jij 15 type of compression, it will be understood that it is 

Vf alternately possible to record digital data in uncompressed 

w form. Additionally, when using a default method of 

compression, it is possible to omit the recording of the 
attribution data indicating the type of compression. In this 
20 case, when digital audio data is decompressed, a default 
decompression method is used. 

Additionally, although the second to fourth 
embodiments are described for the case in which the digital 
audio data exchanged with the external apparatus connected 
25 to the general-purpose interface circuit section 19 is 
compressed data, it is similarly possible to handle digital 
audio data that is not compressed. 

In the above-described first to fourth embodiments, the 
descriptions were for the case in which specifications of 



functions, compression/decompression methods, and 
encryption/decryption were made using switches, it will be 
understood that it is alternately possible to provide a 
selection controller, an LCD display controller and LCD 
display, in which case the selection controller displays 
information on the LCD display for the purpose of making 
specifications of function, operations, 

compression/decompression type, and encryption/ decryption 
and the like, notification of selected information being made 
to the controller 14. 

Additionally, although in the above-noted third and 
fourth embodiments, the descriptions were for the case in 
which digital audio data recorded into an external memory 
connected to the external recording circuit section 18 is 
compressed data, it can also be encrypted. 

The audio data/signal used in the specification 
includes sound data/signal, audio data/signal and music 
data/signal . 

The present invention in its various embodiments 
achieves a number of effects . 

One effect is that digital audio data (content) is 
protected, thereby enabling protection against unauthorized 
transfer or copying of data. This effect is achieved by 
providing a protection processing section that performs 
encryption and decryption processing. 

Another effect of the present invention is that it is 
possible to perform compression and decompression of digital 
audio data in real time. This effect is achieved by providing 
a playback/recording processing section that performs 



compression and decompression, thereby enabling real-time 
compression and real-time decompression while receiving 
audio data. 

Yet another effect of the present invention is that it 
simplifies the exchange of high-quality digital audio data 
both over the Internet and the like and using a recording 
medium. It achieves this effect by providing a general- 
purpose interface circuit section for performing transfer 
with other apparatuses and an external recording circuit 
section for recording into an external recording medium. 



